T.Y.B.Sc (IT) {Sem -V}

(Paper -1)

Network Security Q.P. Code : 360902

(OCT-16)

J

(3 Hours) Total Marks : 100

Note :1) All questions are compulsory.

2) Make suitable assumptions wherever necessary and state the assumptions made.
3) Answers to the same question must be written together.

4) Numbers to the right indicate marks.

5) Draw neat labeled diagrams wherever necessary.

6) Use of Non-programmable calculators is allowed.

1. Attempt any two of the following: 10
a. What is DOS? How DOS is different from DDOS?
b. Describe OSI security architecture.
c. Short note on substitution cipher.
d. How does DES works? Explain.
2. Attempt any three of the following: 15
a. Explain the concepts of RSA algorithm.
b.  What is shift cipher? Explain with simple example.
c. Compare between Symmetric cryptography and Asymmetric Cryptography.
d. What is the concept of vigenere cipher encryption? Explain.
e. Define cryptosystem. Explain the concept of cryptosystem with the help of
communication channel.
f.  What are the different types of cryptoanalysis attacks? Explain.
3. Attempt any three of the following: 15
a.  What is Digital Signature? Explain the concept in detail.
b. Describe Blom 's key distribution scheme.
c. Explain in detail Diffie-Hellman key exchange algorithm.
d.  Short note on station to station protocol.
e. What is the concept of Birthday attack? Explain.
f.  What is signature scheme? List some examples.
4. Attempt any three of the following: 15
a. List & explain the categories of security mechanisms of x.800.
b. Describe the layered model of OSI.
c. Define Computer Security. Explain the necessity of computer security.
d. Differentiate between Passive attack & active attack.
e. Explain the types of passive attack.
f.  Explain Network security model.
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5. Attempt any three of the following:

a.

o a0 o

Describe PGP trust model.

What is the concept of key ring in key management?
What are the functions of S/MIME?

Short note on PKIX model.

What are the contents of X.509 certificates?

Short note on Kerberos.

6. Attempt any three of the following:

-0 a0 o

What are the advantages of IP security? Explain.
Describe ESP packet format.

Describe anti-relay attack.

Describe transport mode & tunnel mode.
Explain the term: Security Association Bundle.
What services are provides by IPsec?

7. Attempt any three of the following:

-0 a0 o

What is Honeypot? Explain.

Explain the following terms: Trojan Horse, Morris Worm.
What are the typical phases of operation of virus or worm?
What is a firewall? Explain the necessity of firewall.

What are the various antivirus techniques? Explain.

What is DMZ? Explain the importance of DMZ.

15

15

15
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B.: (1) All questions are compulsory.

(2) Make suitable assumptions wherever necessary and state the assumptions made.
(3) Answers to the same question must be written together.

(4) Numbers to the right indicate marks.

(5) Draw neat labeled diagrams wherever necessary.

(6) Use of Non-programmable calculators is allowed.

Attempt any two of the following: 10
IExplain the concept of Namespaces with suitable example.

What is Type Conversion in C#? How is it carried out in C#?

Explain in brief Connected and Disconnected mode of ADO.net.

Explain in brief 1. JIT Compiler 2. Garbage Collector

Attempt any three of the following:

Write a short on Assembly.

Explain Switch Case with fall through in C#.

Explain with an example the concept of Inheritance.

Write a console program to find a factorial of entered number.
Explain the concept of Method Overloading with an example.
Write a short note on exception handling in c#.

Attempt any three of the following: 15
Write a short note on Conversions.

Explain the steps of creating a Delegate in C#.

Explain any two properties of the Text Box and Check Box controls used in windows
programming.

Write a short note on MDI.

Explain any four properties of List Box couitrol.

What are Collections? Write different coliections supported by C#.

(¥4}

Attempt any three of the following: |
Explain ASP.net page life cycle in bricf.

What are Themes? Explain its different types.

Write a short note on CSS selectors.

Write a web application that accepts data from user for Online Mobile Bill Payment

and displays the data on click of “Submit” button. Draw an appropriate interface and

write the snippet code (.cs file) on click of command button.

What is the difference between Radio button and RadioButtonList control?

Write a short note on State Management.

i

Attempt any three of the following: I
What.are validation controls supported by ASP.NET. Describe them in briet.

Describe common validator properties for different validation controls.

Explain the steps of creating Master Page in web development.

Describe in brief SitMapPath control,

Explain any four properties of Menu control.

Explain request and response objects.

Attempt any three of the following: L5
Explain with an example LINQ to XML.

TURN OVER

A0lg | -




ol

Q.P. Code : 3610

What are different LINQ operators?

What is SQLDataSource control used in ADO.Net?
Explain any four properties of GridView control.
Explain in brief Authentication and Authorization.
Explain the basic attributes of ListView control.

Attempt any three of the following: 15
Write a short note on architecture of AJAX.

Explain the use of Timer control used in AJAX.

What are the features of J-Query?

How to create a web-serive?

Explain about DOM used in JQuery.

Write a snippet code to hide and display the header text on click of command button

using J-query. ( Hint: Use Hide() and Show() )




B T —_
Sof4 w Ire 7735‘4/‘40(2 oo

QP Code : 361101

(3 Hours) [ Total Marks : 100

N.B.: (1) All questions are compulsory. . ) A
(2) Make suitable assumptions wherever necessary and state the assumptions
(3) Answertothe same question must be written together.
(4) Numbers to the right indicate marks.
(5) Draw neat labelled diagrams wherever necessary.
6) Useof Non-programmable calculators is allowed.

1. Attemptany two of the following :— : B 10
* _g) Explain software testing lfecyde.
_{b) Distinguish between sofware quaiity control and software quality gssurance.
© Whatisdefect?wmsiiso%@edo%have defects ? L
(d) Give the guidelines for developing a test plan. - .
2 Attempt any three of the following :— 15
©_a) Whatis quality ? Discuss the financial aspects of Guality.
Aoy Explain the challenges in Software Testing.
(&) ‘What is the importance of validation in Software Testing ?
(d),. Explain the relationship between Quality.8hd Productvity
(e) - Compare black box and white box testing.

‘‘‘‘‘

M Wiite a note on Total Quality Manageiment (TQM).

3. Attemptany three of the following \— $ 15
(@ Explin the significance of Glomatic Complexty.
Ab) Whatis regression test ‘

(c) Whatis equivalencediaSs testing ? Explain two types.

(d) Explain the limitatigs of functional testing.

(e) Whatis ren'osgqﬁion 7 Expilain with reference to functional testing. .
() Whatis the e of decision table of functional testing ? :

. J X

4, Atempt any thregof the following :— 15
() Writeh note on Metric Based Testing.
(b) why and How the data flow testing is carried out ?
(ch\.What are the advantages of structual testing ?
~ What is retrospection ? Explain with reference to Structural Testing.
P, i@) Write a note on Du Path Test Coverage Metrics.
O (f) Explainthe tems DD Paths and DD Paths Graph.
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5. Attempt any three of the following :— 15

Ae).

(b)
_Le)
Ad)

)

()

When will be the Bottom Up Approach useful in testing process ?
State and explain different levels of testing.

What is System Testing ? Explain its significance.

Explain in detail Regression Testing.

Write a note on Big Bang Approach of Integratmg Testing.
Compare the objectives of inteaction Testing and System Testing.

6. Attempt any three of the following :— .15

(@)
_Ab)
—e)

(d)

(e)

e

(f)

What are different levels of Object Oriented Testing ?

What is class testing ? Explain the process.

Compare Conventional and Object Oriented Testing. ;
Explain the classes as units with respect to Object Orientet: Testmg
What is the significance of performance testing ? Wxth re?erence to
Object Oriented System Testing. >

Explain how UML. Support for Object Oriented ln,te‘gration Testing.

7. Attempt any three of the following :— W 15

Compare process metrics verses pro;ect metries.

What are the contents of Testing Policy 7

What is a cause and effect diagram 2 (_-,lve the guidelines to draw.
State and explain the factors affecting "the effectiveness of testing.
Define the term ‘Effots’ and explain the different types of Efforts.
State and explain different tegt“e%iimations.
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Note :1) All questions are compulsory.
2) Make suitable assumptions wherever necessary and state the assumptions made.
3) Answers to the same question must be written together. :
4) Numbers to the right indicate marks.
5) Draw neat labeled diagrams wherever necessary.
6) Use of Non-programmable calculators is allowed.

1. Attempt any two of the following: B 10
a) Explain the difference between Heavyweight & Lightweight Components.
b) How we canachieve Styled Text in Swing? Explain with suitable code syntax.
c) How to use save points in JDBC transactions?
d) Explain the different scopes of JSP objects.
g7 e i

2. Attempt any three of the following: \ 15
a) Explain Event Handling in Swing in short.
b) Explain creation of JFrame with help of simple program.
c) Explain JTable in swing with the steps of creating a Table.
- =, d) When to use a Progress Bar & Progress hivnitor? ‘
~e) Write short note on spliit panes-inswing. Explain the constructors & methods
of it. T o =——
f) Explainin detail the creation of changeable choice JList with help of example.

3. Attempt any three of the following: 15
a) What is Servlet? Write Shoit note on Java Servlet Technology.
b) What is Deployment Descriptor? Explain its structure.
c¢) Write short note on Szivlet & ServletConfig interfaces with explaining its
methods.
d) Explain the workiig of Servlets with help of suitable diagram.
e) Write short note on Cookie class.
f)  Write a Serviet code to develop simple Calculator.
4. Attempt any three of the following: 15
a) What .qJDBC'7 Explain the architecture of JDBC in detail.
b) Write and explain the steps for Java Database Connectivity
c) Explain RowSet and its type in JDBC.'
d) = What are directives in JSP? Explain its types.
ey  Write short note on request and response object in JSP.
#) List and explain implicit objects used with Unified Expression Language.
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2
5. Attempt any three of the following: 15
a)  Write short note on MVC architecture.
b)  Explain in details phases of JSF Life cycle.
¢) Explain the use and structure of faces- -config.xml file.
d) Write short note on followmgs
 Session beans
* Message Driven Beans
e) Explain the ways of accessing Enterprise beans.
f)  What is EJB? Explain the benefits of EJB.
6. Attempt any three of the following: 15

a) What is Hibernate? Explain the features of Hibernate.
b) Explain the Hibernate architecture with help of sultable dlagram

¢) Explain the structure of hibemate. cfg.xml.'
d) Explain in detail about core components of Struts framework
e) What is Value Stack in struts? State & exp]am the Execution Flow of Value
Stack.
f)  Write a short on Interceptors in struts.
7. Attempt any three of the following: o 15
a)  Write short note on SOAP.
b) What are web services? Explain uses and applications of web services.
c)  Write short note on following: -
* Session in JAVA Mau
* Authenticator -
d) What are Naming & Dircctory Services?
e)  Write short note on Resource Injection and its types.

f)

What is Email? Explain the anatomy of Email message.
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B. : (1) All questions are compulsory.
(2) Make suitable assumptions wherever necessary and state the
assumptions made.
(3) Answers to the same question must be written together.
(4) Numbers to the right indicate marks.
(5) Draw neat labeled diagrams wherever, Lnecessary.
(6) Use of Non-programmable calculators is allowed.
1. Answer any two of the following: 10
(a) Write a short note on ext2 and ext3 file systems.
(b) Explain the configuration file of GRUB.
(c) State the files used for configuring user level ftp access. Explain the
configuration in brief.
(d) How is xinetd server configured?
2. Attempt any three of the following: 15
(a) Write a short note on RAID. '
(b) Explain the importance ofthe ywap partition in linux.
(¢) Listand discuss the duties of a system administrator.
(d) Listand explain any five distributions ofLinux.
(e) Discuss the importance of the following Linux directories
(i) home (ii) etc (iii) bin (iv) root (v) opt
() What is VFS in Linux? State the importance of proc directory.
15

3. Attempt any three of the following:

(a) Write a short note on subnetting.

(b) What are system wide shell configuration scripts? State the config file
read order for bash.

(c) Ex plaln how the following files are used in Linux
v\l) fstab (ii) motd (iii) issue.net (iv) apmd (v) syslog.conf

(d) . Discuss how chkconfig allows the administrator to manage rc scripts.

(e) What is DHCP ? Write the steps to configure DHCP server.

{ State any five NFS export options.
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4. Attempt any three of the following:

(a)
(b)
©
(d)

()
®

What is a Time Server? How is it configured?

Explain the global section of Samba Server.

Compare xinetd and standalone services.

Explain how the following services are used in Linux.
(1) sftp (ii) rsync (iv) telnet (iv) ssh (v) finger

* Write a short note on iptables.

Discuss any five squid configuration parameters.
- e -

5. Attempt any three of the following:

(a)
(b)
(c)
(d)
(e)
®

List and explain the different types of DNS servers.

Write a short note on email security.

List and explain any five statements used in the _ﬁ‘e named.conf
How are mail aliases set up for sendmail?

Write the steps to enable anonymous uploads in vsftp.

List the various DNS record types used in a zone file.

6. Attempt any three of the following:

(@)
(b)
(c)
(d)
(e)
®

Explain the working of web server. -

Write a CGI script to display the listing of /home/newuser

What is RSS? List the minimum required elements in RSS feed.

Explain in brief the initial mailman configuration.
List and explain the corimon mailman tasks.
How are virtual servers configured in Apache?

7. Attempt any three of the foildwing:

(a)
(b)
(c)
(d)
(e)
®

State how FTP services can be optimized.

Write the purpose of at least five kernel configuration targets.
Explain the useradd command with various options.

List and explain the features of sudo.

Explain the newusers command with the help of an example.
List and explain the various options of rpmquery.

15
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